
Version i1 i i4/12/2020 
 

Directors iDr iSean iT iArmstrong iMP i0466867 iBHF i0706728 iACLS, iBLS, iITLS, iATLS, iHIVMCD, iRAEG 
All irights ireserved iBy iSTA iHealthcare i& iPharmaceutical i17 iSmith iRoad, iBedfordview, i2007 

+27 i072 i607 i9194 i, iInfo@shapehealth.co.za, iclinic@shapehealth.co.za 
Reg. i2008/007961/07 iVat i# i4810255275 

TERMS i& iCONDITIONS iSTA iHealth iTele-Med iVIDEO iCONSULTATION 

Any iSTA iHealthcare i& iPharmaceutical iEngineering i(Pty) iLimited i(hereinafter i"STA") iCustomer 

i(hereinafter i"the iUser") icompleting ithe 

registration iform ito iuse iSTADOC iVideo iConsultation isoftware i(hereinafter i"the iProduct") 

iagreesto ithe iterms iand iconditions iset iout ihereunder. 

1. iSTA igrants ithe iUser ithe inon-transferable iright ito iuse ithe iProduct ibillable iof icharge iuntil i30th 

iJune i2020 ias ipart iof ithe 

STA iRemote iToolkit icampaign ito isupport idoctors iduring ithe i2020 iCOVID-19 ipandemic 

i(hereinafter i"the iPandemic"). 

1.1 iDepending ion ithe iduration iof ithe iPandemic, iSTA imay ielect, iat iits isole idiscretion, ito iextend 

ithe ibillable iusage iperiod. iIt iwill inotify ithe iUser iat ileast itwo iweeks ibefore i30th iJune i2020 iif iit 

iintends ito ido iso. 

1.2 iUntil i30th iJune i2020 ior iany iextension iof ithe ibillable iusage iperiod, iSTA iwaives ithe istandard 

ifees ithat iwould iusually apply ito: 

1.2.1 ithe iProduct's ilicence ifee; 

1.2.2 ithe iProduct's imonthly isupport iand imaintenance ifee; 

1.2.2 iSMS inotification ito ipatients icontaining itheir ipersonal iinvitation icode ito itheir ivideo 

iconsultation. 

1.3 iTwo iweeks iprior ito i30th iJune i2020 iSTA ior ithe iend iof iany iextension iof ithe ibillable iperiod, 

iSTA iwill icontact ithe iUser ito ioffer ithe iopportunity ito isign ia istandard iSTA iProduct ilicence 

iagreement ito icontinue ito iuse ithe iProduct igoing iforward. 

1.4 iIf ithe iUser idoes inot iwish ito icontinue iusing ithe iProduct iat ithat itime, ithere iwill ibe ino 

iobligation ior ipenalties, iand ino ineed ito iformally icancel ithe iservice. iThe iUser's itemporary ilicence 

iwill iexpire iautomatically ion i30th iJune i2020 ior iat ithe iend iof ithe iextended ibillable iperiod. 

2. iThe ifollowing ielements iare iincluded iin ithe iProduct: 

2.1 ipersonal iand isecure ivideo icalling iwith ipatients iand iother idoctors ithat ihave ian iactive iProduct 

iaccount; 

2.2 icreation iof ipersonal iaccess icodes ifor ipatients ito ienter ithe idigital iwaiting iroom i(can ibe isend 

ivia iemail ior iSMS); 

2.3 idigital iwaiting iroom; 

2.4 isharing iof iimages, imedical iopinions iand iadvice, iand ivital istatistics. 

2.5 iThe iUser iacknowledges ithat ithe iservice iis ia ibest-effort iservice ito ihelp iwith ithe icurrent 

iPandemic iand ithe iUser icommits ito ifair iusage iof ithe iservice. 

3. iSTA ireserves ithe iright ito ichange ithe iterms iof iservice ion i7 i(seven) icalendar idays' ie-mail inotice 

ito ithe iUser. 
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4. iThe iUser imay igive iSTA i7 i(seven) icalendar idays' ie-mail inotice iof itermination iof iuse iof ithe 

iProduct iat iany itime iduring ithe ibillable iusage iperiod. 

5. iThe iUser iuses ithe isoftware iat ihis/her iown irisk. iSTA iwill inot ibe iliable ito ithe iUser ifor iloss iof 

iprofits, ior ifor iincidental, ispecial ior iconsequential idamages iarising iout iof ior iin iconnection iwith 

ithe iUser's iuse iof ithe iProduct ior iother irelated STA iservices. 

6. iThese iterms iand iconditions iare igoverned iby ithe ilaw iof ithe iRepublic iof iSouth iAfrica. 

 

DATA iPRIVACY iSTATEMENT iFOR iSTA iSTADOC iVIDEOCONSULTATION 

of iSTA iHealthcare i& iPharma i(Pty) iLtd i(hereinafter i"STA") i 

1. iData iprivacy iorganization iand iassignment iof iresponsibilities ifor idata iprivacy 

STA iconsiders ithe iresponsible itreatment iof ipersonal idata iand irespect ifor iits iprotection ias iits 

ihighest iobjective. iSTA ipledges ito iadhere istrictly ito iall irelevant ilaws ifor ithe istorage iand 

iprocessing iof ipersonal idata. 

STA ihas iintroduced ia icentralized idata iprivacy imanagement iframework ithat iassures ia iunified iand 

ihigh ilevel iof iprotection ifor ipersonal idata iand iensures ithe iobservance iof ithe icorresponding idata 

iprivacy ilaws. 

With ithis idata iprivacy istatement, iwe iare ifulfilling iour iinformation iresponsibilities iand iare imaking 

iavailable ito iyou iinformation iabout ihow iSTA ihandles iyour idata. iThis idata iprivacy istatement 

iconcerns ithe iSTADOC iVideo iConsultation iproduct i(identified ihereafter ias iSTADOC). 

You iwill ialways ifind ithe imost icurrent iversion iof ithis idata iprivacy istatement iin ithe iSTADOC iVideo 

iConsultation isoftware iitself. 

2. iSTA iSTADOC iVideo iConsultation 

STA imakes iaccess ito iSTADOC iavailable ito icustomers iand itheir ipatients ion ithe iinternet iplatform 

Shapehealth.co.za iIt iis ia ibrowser and Instant messaging and video call based isoftware isolution ifor 

itele-medical icommunications. iIt imakes ivideo itelephony, idata iexchange, iand igroup ivideo 

iconferencing ipossible. 

3. iProcessing iof ipersonal idata iby iSTA 

Personal idata iin iSouth iAfrica iare idefined ias iany ipersonally iidentifiable iinformation irelating ito ia 

inatural ior ijuristic iperson ias idefined 

by ithe iProtection iof iPersonal iInformation iAct i4 iof i2013 ior ias imay ibe iotherwise icontemplated iin 

iany iother iforeign iprivacy ilegislation iwhich imay ibe iapplicable ito ithis iAgreement, iincluding iGDPR. 

We icommit iourselves, iin iaccordance iwith ithe idata iprivacy ilaw, ito idelete iall icontractual idata, iall 

irecorded idata iand iall idata ifor itechnical ioperations iafter icancellation iof iyour icontract. 

However, iin iso idoing, iwe iare ilegally iobligated ito iobserve iretention itimes ibased ion icommercial 

iand itax ilaw, ithat ican iextend ibeyond 
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the iduration iof ithe icontractual irelationship. iData ifor itechnical ioperations iwill ibe ipreserved ino 

ilonger ithan iis itechnically inecessary iand iat ithe ilatest, iupon itermination iof iyour icontract. 

3.1 iContractual iand iregistration idata 

Contractual iand iregistration idata iserve ito iassign iand isupport ia iconcluded icontractual 

irelationship ibetween ithe icustomer iand iSTA. 

The icontractual idata iwill ibe istored isecurely ion iSTA’s ilocal idata irepository iand ithe iservers iof 

iWix, iAfrihost iand iWhattsapp ithat ithey iare iusing iin iSouth iAfrica iand iabroad. iin iline iwith ithe 

irequirements iof iprevailing idata iprivacy ilegislation. 

STA igathers ithe ifollowing icustomer icontractual iand iregistration idata irelating ito ithe idoctor ion 

iSTADOC iVideo iConsultation: 

o iCustomer idata 

o iLogin iname 

o iFirst iand ilast iname 

o iGender 

o iAddress 

o iE-mail iaddress 

o iIn iaddition, ifor ithe iverification iof idoctors: ithe idoctor's iMP iHPCSA inumber iand iPractice iBHF 

inumber 

Furthermore, iadditional ioptional iinformation imay ibe iadded: 

o iDate iof ibirth 

o iCountry 

o iTelephone i(private) 

o iTelephone i(mobile) 

o iName, iaddress imedical iaid idetails iand iwebsite iof ithe ipractice 

No iPatient idata iwill ibe istored. 

STA idoes inot igather ior istore iany ipersonal idata ion iPatients ithat iuse ithe iSTADOC iVideo 

iConsultation ivia ian iaccess icode. 

The idoctor irecords ithe ipatient's ialias ias iwell ias ithe iaccess icode ithat ihe ihas ihanded iout iin ihis 

ipersonal iSTADOC iVideo iConsultation iaccount. iThe iaccess icode iand ialias iis ionly ivisible ito ithe 

idoctor. iOnly ithe idoctor ihimself ihas ithe ipossibility iof isending ior ipassing ion ithe iaccess icode ito 

ianother iperson iby ie-mail ior iSMS ifrom iSTADOC iVideo iConsultation ior ion ia ipath ithey ihave 

ichosen ithemselves. 

The iaccess icode iand ialias imeans ithat ino iinferences ican ibe idrawn ito ia ispecific inatural iperson 

ibecause iof ithe ilack iof ifurther iinformation. 
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The icommunication ibetween idoctor iand ipatient itakes iplace iauthenticated iand iencrypted ivia ithe 

iservers iof iAFRIHOST, iWhattsapp iand iWix . iThere iis ino istorage iof iexchanged idata ior iof ithe 

icontent iof ithe icommunication ibetween idoctor iand ipatient. 

3.2 iHandling iof icontractual iand iregistration idata 

The ipersonal idata ithat ihas ibecome iknown iin ithe icourse iof ithe icontractual iand ibusiness 

irelationship iwill ionly ibe istored iand iprocessed iby iSTA ito ithe iextent iit iis ineeded ifor ithe 

iexecution iof ithe icontract, iand iin iparticular, ifor iorder iprocessing iand icustomer iservice. 

These idata ican ialso ibe iused ifor iproduct-related isurveys iand imarketing ipurposes ibut ionly iwith 

iexpress iconsent. 

The iforwarding, isale ior iother itransmission iof ipersonal idata ito ithird iparties idoes inot ioccur iunless 

ithis iis inecessary ifor ithe ipurpose iof icontract iexecution ior iexpress iconsent iis iobtained. iIt ican, ifor 

iexample, ibe inecessary ifor iSTA ito ipass ion iaddress iand iorder iinformation iduring iproduct 

iordering ito iits idistribution iand iservice ipartners ifor ithe idelivery iof ihardware ior iconnectivity 

iservices. 

The icontractual idata iwill ibe istored isecurely iby iSTA. 

The iSTADOC iVideo iConsultation iregistration idata iwill ibe istored isecurely iby iSTA. 

You ihave ithe iright ito iinformation iabout iyour istored idata, iand ito icorrecting, iblocking ior ideleting 

ithese idata. 

4. iInsertion iof icookies iwithin ithe isoftware 

Cookies imay be iused iin iSTADOC iVideo iConsultation. 

5. iHandling iof ipersonal idata iin iSTADOC iVideo iConsultation 

The icustomer imay ichoose ito ienter ithe ifollowing ipersonal idata iwithin iSTADOC iVideo 

iConsultation. iThis iincludes: 

o iDate iof ibirth 

o iCountry 

o iTelephone i(private) 

o iTelephone i(mobile) 

o iName, iaddress iand iwebsite iof ithe ipractice 

o iStatements iabout ithe ispeciality ibeing ipracticed 

o iMedical iaid iand iother ipersonal icontact iinformation iand iaddress i 

Except ifor ithe imobile iphone inumber, ithese idata ican ialso ibe iseen iby iother iregistered iusers iof 

iSTADOC iVideo iConsultation. iThese idata iwill ibe istored isecurely iby iSTA. iPersons iwho iaccess 

iSTADOC iVideo iConsultation iwith ian iaccess icode iare ian iexception ito ithis. 

They iwill ibe iunable ito isee iany idata iat iall. 
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If ia icustomer idoes inot iwant ito ibe ifound iand icalled ivia ivideophone iby iother iSTADOC iVideo 

iConsultation icustomers iin iSTADOC 

Video iConsultation, ihe ican iso iinform iSTADOC iVideo iConsultation iSupport iin iwriting. iHe iwill ithen 

ino ilonger ibe ilisted iin ithe iSTA 

STA iVideo iConsultation idatabase ias ia i“searchable iSTADOC iVideo iConsultation iuser”. 

The iobjection ican ibe isent iin iwriting: 

info@shapehealth.co.za 

During ithe ivideo imeeting, ithe icommunication ithat itakes iplace ibetween idoctor iand idoctor, ior 

idoctor iand ipatient iis iauthenticated iand iencrypted i(end-to-end iencryption). iServers iare ionly 

ineeded ifor imaking ithe iconnection. iThere iis ino istorage iof ieither ithe 

exchanged idata ior ithe icontent iof ithe icommunication. 

6. iData itransmission 

Transmission ito ithird icountries iwill inot itake iplace inor iis iit iforeseen. 

7. iCommitment ito iconfidentiality, idata iprivacy itraining 

We iare ilimiting iaccess ito icontractual idata, irecorded idata iand idata ifor ioperations ito iemployees 

iand isuppliers ito iSTA iand 

STA, ifor iwhom ithis iinformation iis iurgently ineeded iin iorder ito iperform ithe iservices iin iour 

icontract. iThese ipersons iare icompulsorily ibound ito iadhere ito ithis idata iprivacy istatement iand ito 

iobligations iof iconfidentiality. iViolation iof ithese confidentiality iobligations ican ibe ipunished iwith 

idismissal iand icriminal iprosecution. 

Employees iwill ibe itrained iregularly iin idata iprivacy. 

8. iSecurity imeasures/ iAvoidance iof irisks 

STA imeets iall inecessary itechnical iand iorganizational isecurity imeasures ito iprotect iyour ipersonal 

idata ifrom iunauthorized iaccess, iunauthorized ichanges, idisclosure, iloss, idestruction iand iother 

imisuse. iTo ido ithis, iwe iconduct iinternal iexaminations iof iour iprocedures iduring idata icollection, 

istorage iand iprocessing iand ikeep iup isecurity imeasures ito iprotect isystems ion iwhich iwe istore 

icontractual idata iand idata ifor itechnical ioperations ifrom iunauthorized iaccess. 

9. iTechnical iand iorganizational imeasures 

In iorder ito iensure idata isecurity, iSTA iregularly ichecks ithe istate-of-the-art itechnology. 

To ido ithis, iamong iother ithings, itypical idamage iscenarios iare idetermined iand ifrom ithat, ithe 

ineed ifor iprotection iof ipersonal idata iis ideduced iand idivided iinto icategories. iIn iaddition, ia irisk 

iassessment istudy iis icarried iout. 

To iimplement isuitable itechnical iand iorganizational imeasures, ithe ifollowing iprinciples ibecome 

istandardized: 

o iBackup i/ iData isecurity 

mailto:Info@shapehealth.co.za


Version i1 i i4/12/2020 
 

Directors iDr iSean iT iArmstrong iMP i0466867 iBHF i0706728 iACLS, iBLS, iITLS, iATLS, iHIVMCD, iRAEG 
All irights ireserved iBy iSTA iHealthcare i& iPharmaceutical i17 iSmith iRoad, iBedfordview, i2007 

+27 i072 i607 i9194 i, iInfo@shapehealth.co.za, iclinic@shapehealth.co.za 
Reg. i2008/007961/07 iVat i# i4810255275 

To iprevent idata ilosses, ithe idata iare iregularly isecured. 

o iPrivacy iby idesign 

STA imakes isure ithat idata iprivacy iand idata isecurity iare itaken iinto iaccount ialready iin ithe 

iplanning iand idevelopment istages iof itheir iIT isystems. iThis iavoids ithe icircumstance ithat idata 

iprivacy iand idata iprotection ihave ito ibe iimplemented iafter ithe iIT isystems iare installed, iresulting 

iin iexpensive iand itime-consuming iadditional iprogramming. iAlready iduring iproduction, 

ipossibilities ilike ithe ideactivation iof ifunctionalities, iauthentication iand iencryption iare itaken iinto 

iaccount. 

o iPrivacy iby idefault 

In iaddition, iSTA iproducts iare ialready idata iprotection-friendly iin itheir idelivery icondition iso ithat 

ithe ionly ipersonal idata iprocessed iare ithose ithat iare ineeded ifor ithe ipurpose iat ihand. 

o iRemote imaintenance 

It ican ihappen iin iexceptional icases ithat iemployees ior isuppliers iof iSTA ineed ito irefer ito icustomer 

idata. iThere iare icentrally iissued iguidelines ifor ithis ifrom iSTA. 

o iRemote imaintenance iaccesses iremain ilocked iand ican ionly ibe ireleased iby icustomers. 

o iPasswords ito icustomer isystems iwill ibe iconferred ionly ifor iremote imaintenance. 

o iSpecial iactivities iwill ibe isecured ithrough ithe i4-eyes iprinciple i(authorisation iof iat ileast itwo 

ipeople iis irequired) iusing iqualified ipersonnel. 

o iWe iuse iremote imaintenance imedia iduring iwhich ithe icustomer imust iactively ipermit iaccess 

iand ithe icustomer ican ifollow ithe iactivities. 

o iThe idocumentation iof ithe iremote imaintenance iaccess itakes iplace iin ithe iCRM isystem. iThe 

ifollowing iitems iare idocumented: 

implementing iemployee, imoment iin itime i(date/clock itime), iduration, itarget isystem, iremote 

imaintenance imedium, ia ishort 

description iof ithe iactivity. iFor icritical iactivities, ithe inames iof ithe iemployees iused iunder ithe i4-

eyes iprinciple iwill ialso ibe icaptured. 

o iThe irecording iof isessions iis iforbidden. 

10. iRights iof ithe iparties iaffected 

Personal idata iof ithe icustomer 

You ihave ithe iright ito iinformation iabout ithe idata isaved iunder iyour iperson ias iwell ias, iif 

icircumstances irequire, ithe iright ito icorrection, ilimitation iof ithe iprocessing, icontradiction, 

iblocking ior ideletion iof ithese idata. 

When iit icomes ito ithe iconsents iconveyed ito iSTA, iyou ihave ithe iright ito irevoke ithese iat iany itime 

ito itake ieffect igoing iforward. 

In iaddition, iyou ihave ithe iright ito icomplain ito ithe iauthorized idata iprivacy iregulatory iauthority iif 

iyou iare iof ithe iopinion ithat iwe iare inot iprocessing iyour ipersonal idata icorrectly. 
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We icommit ito ideleting, iwithout ibeing iasked, iall icontractual idata, iall irecorded idata iand iall idata 

ifor itechnical ioperations iafter termination iof iyour icontract. 

However, iin idoing iso, iwe iare ilegally iobliged ito iobserve iretention iperiods ifor ireasons iof 

icommercial iand itax ilaw, iand ithese iperiods 

can iextend ibeyond ithe iterm iof ithe icontractual irelationship. iData ifor itechnical ioperations iwill 

ionly ibe iretained ias ilong ias itechnically necessary; ihowever, ithey iwill ibe ideleted iafter itermination 

iof iyour icontract, iat ithe ilatest. 

11. iEnforcement 

STA iregularly iand iconsistently ichecks iits iadherence ito ithese idata iprotection iprovisions. iIf iSTA 

ireceives iformal iletters iof icomplaint, it iwill iget iin itouch iwith ithe icomplainant iin iorder ito iresolve 

itheir ipotential iconcerns iabout ithe iuse iof ipersonal idata. iSTA icommits ito working itogether iwith 

ithe iappropriate iauthorities, iincluding idata iprivacy iregulators. 

12. iChanges ito ithis idata iprivacy istatement 

Please inote ithat ithis idata iprivacy istatement ican ibe iexpanded iand ichanged ifrom itime ito itime. 

iShould ithe ichanges ibe isignificant, iwe will ipublish ia idetailed inotification. iEvery iversion iof ithis 

idata iprivacy istatement ican ibe iidentified iby iits idate iand iversion iin ithe iheader of ithis idata 

iprivacy istatement i(version). iIn iaddition, iwe iwill iarchive iall iearlier iversions iof ithis idata iprivacy 

istatement ifor iyou ito iaccess upon irequest ito ithe iperson iresponsible ifor idata iprivacy iprotection 

iat iSTA. 

13. iResponsibility ifor iSTA 

Chief iexecutive: iDr iSean iTerrence iArmstrong 

STA, i17 iSmith iRoad, iBedfordview, iGauteng, iJHB, i2007 

Email: iinfo@shapehealth.co.za 

Tel.: i+27 i072 i607 i9194 

Data iprivacy icoordinator 

For iquestions iwith iregard ito ithe iprocessing iof iyour ipersonal idata, iyou ican iturn ito ithe idata 

iprivacy icoordinator iwho iis iavailable ito you ias ia isource iof iinformation ior ito ilodge icomplaints. 

Dr iSean iT iArmstrong i idrstarm@gmail.com 

14. iResponsible iregulatory iauthority iFor iSTA 

The iInformation iRegulator, iSouth iAfrica. 
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